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End-to-End Card Printing & Mifare Encoding with
Entrust and Gallagher Security

When it comes to verifying who you are and what you can access, identity is the key factor and
a secure way to authenticate a user. Whether it’s an internal employee or external customer, the
best way to verify them is against a secure identity that you issue them.

The most widely used factor of an identity would be in the form of a physical plastic card,

where personal data can be printed on the card and encoded within the chip of the card. The use
case for this card can vary depending on the organisations, but two of the most common use
cases are physical identification and access control ie. gaining entry into physical premises via
gates and electronic doors etc...

To have a card used for these 2 use cases, the card must have the following attributes in order
to be secure:
1. The printed card must have the photo and personal information clearly printed on the ID card.
(eg. name, employee ID numbers).
2. The printed cards must be durable and ensure that the printing does not fade over time.
3. The printed cards may include additonal security elements to prevent tampering
and forgery.
4. The printed cards must have the correct information of the identity encoded onto the
chip of the Mifare card.

Entrust and Gallagher Security Integration

Gallagher’s Command Centre allows you to streamline cardholder and access management,
reliably and efficiently enforcing access rules while supporting your site’s policies and processes.
By integrating with Gallagher’s Command Centre, organisations can “plug and play” Entrust ID
printers to personalise an employee badge by printing the
employees personal data and encoding a valid digital identity Benefit of the
into the chip of the badge, allowing the employee to seamlessly H .
accessto the areas they have a right to. Solutions:
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Gallagher Comand Centre Printer Integrations

(Ethernet)

Command e
Model e Customisation/Core

Dbl Magstripe MIFARE MIFARE | pesrireEv1 | DESFireEV2 | DESFireEV3 | Notes
Printing Classic Plus

Using the SCR-331 Mifare Module
Encoder.ini parameters: [XPS Card Printer]
Mifare=CD800Mifare.dll
Magstripe=CD800Mifare.dll

Entrust CD800 Printer firmware: 2.11.44

7.01 Customization v v v v v Not yet tested Not yet tested

Printer driver: version 3.1
(usB)

7.10,7.20 Core v v v v v v Not yet tested Using the SCR-331 Mifare Module

7.30 onwards Core v v v v v v Not yet tested Mifare=CD800SingleWire.dIl

Printer driver: 4.1.334 or 5.0.372

Printer firmware: D3.14.8-6

Encoder: DE-ABCM

Encoder firmware: DE-ABCM_140212_CCID_DC_PCSC

7.10 Customization v v v Not yet tested Not yet tested

Printer driver: 6.1.435.0
7.20 Customization v v v v Not yet tested Not yet tested Printer firmware: D3.15.3-10

Magstripe=CD800SingleWire.dil

Mifare=CD800SingleWire.dll
7.30 onwards Core v v M v Notyettested | Notyet tested Encoder: DE-ABCM

Encoder firmware: DE-ABCM_140212_CCID_DC_PCSC

Entrust Duplex

CD800 Single-

wire (Ethernet) 7.60 onwards Core v v v v v Not yet tested W10x64 with driver XPSCardPrinter_7.0.514.0.exe

Encoder uses the same software as the printer

Printer driver: 7.4.673
7.80 onwards Core v v v v v v Not yet tested Printer firmware: D3.17.6.5
Requires Command Centre v7.80.921 Patch CD800SingleWire.dIl

Printer driver: 7.3.644

Core v v v v v Notyettested | pinver firmware: 3.17.4-6
7.90 onwards P ———
rinter driver: 7.5.
Core % v 4 o v o Notyettested | o jiter firmware: D3.18.1
Printer driver: 7.1.528.0
7.70 onwards Core v v v Notyettested | giimare version: R4.3.1-10
Printer driver: 7.4.673
7.70 onwards Core v Notyettested | printer firmware: R4.9.4-12
Printer driver: 7.5.709
7.90 onwards Core v v v v v Notyettested | pinter firmware: R4.10.1-5018
Entrust CR805 Printer driver: 7.5.709
: . rinter driver: 7.5.
Single-wire 8.10 onwards Core v v v Notyettested | o ter firmware: R4.10.1-5018
(Ethernet) 4 09
Printer driver: 7.5.7
Core v v v v v Notyettested | pinter firmware: R4.10.1-5018
8.20 onwards
Printer Driver: 8.1
Core v v v v Not yet tested Printer Firmware: R4.10.3-2
Printer Driver: 8.3
8.40 onwards Core v v v v v Printer Firmware: R4.10.4.10
R EREEDE 7.20 Customisation 7 7 Vi Y Notyettested | Notyettested | Printer driver: 6.1.435.0
SD460 Printer firmware: D3.15.3-10
Single-wire Magstripe=CD800SingleWire.dll
(Ethernet) EDEIERD @ie v v v v v Notyettested | pjifare=CD800SingleWire.dll
Entrust SD460 Printer dri 3.6
Single-wire 7.90 onwards core v v v v v v Notyettested | rinier driver: 7.3.644

Printer firmware: D3.17.4-6

Printer driver: 4.1.334 or 6.1.435.0

Printer firmware: D3.14.8-6

7.30 onwards Core v v v Not yet tested Not yet tested Encoder: DE-ABCM

Encoder firmware: DE-ABCM_140212_CCID_DC_PCSC
Using CD800SingleWire.dIl from v7.30 core

EntrustSD260L Win10x64 with driver XPSCardPrinter_7.0.514.0.
. . in with driver rinter_7.0.514.0.exe
Single-wire Zedcnvaids Cors) v v v v v v Rotystiested Encoder uses the same software as the printer
(Ethernet) Pr di 7.3.6
rinter driver: 7.3.644
7.90 onwards Core v v v v Not yet tested T e e A5
Printer driver: 7.4.673
8.00 onwards Core g % % % Notyettested | oot E e e 17.5:5P1
Using the SCR-331 Mifare Module
T Encoder.ini parameters: [XPS Card Printer]
R GREED 7.01 Customization v M v v v Notyettested | Not yet tested Mifare=CD80OMifare.dll
(UsB) Magstripe=CD800Mifare.dil
7.10 onwards Core v v v v v v Not yet tested Using the SCR-331 Mifare Module
Printer driver: 4.1.334 or 5.0.372
- Printer firmware: D3.14.8-6
7.20 Customization v v v Not yet tested Not yet tested Encoder: DE-ABCM
Entrust SD360 Encoder firmware: DE-ABCM_140212_CCID_DC_PCSC
Single-wire Win10x64 with driver XPSCardPrinter_7.0.514.0.exe
(Ethernet) PAEDCIIAES a2 4 v v i Hiebckicsied Encoder uses the same software as the printer
Printer driver: 7.3.644
7.90 onwards Core v v v v v Not yet tested Printer firmware: D3.17.4-6
Printer driver: Entrust XPS Card Printer 8.3
Entrust Sigma 8.30 onwards Core v v v v . Printer firmware: D4.2.1-10
DS3 (Ethernet Printer driver: Datacard XPS Card Printer 8.2.4.0
and USB) 8.50 onwards Core v v v v v Printer firmware: D4.1.4-11
When using the 518 DUALi Upgrade Kit, USB is not supported.
Disclaimer:
The solutions and technical notes in this article have been supplied for our llagher Security cannot guarantee they will work in all access control environments as they may be specific to a site or
a software version. Whilst every effort has been made to ensure accuracy, neither Gallagher Gvoup Ltd nor any employee of the company, shall be liable on any grpund whatsoever to any party in respect of decisions or actions
they may make as a result of using this information. In accordance with the Gallagher policy of continuing development, design and specificati are subject to change without notice.

Developed and manufactured by Gallagher Group Ltd, an ISO 9001 Certified Supplier.
Cardax is a regi d trad k of Gallagher Group Ltd.
Gallagher Security is a divison of Gallagher Group Ltd.
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